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Proteccion en Publicaciones IPv6 — DC CAN

Cada publicacion por IPv6 ademas de la restriccidn de puerto correspondiente, tiene un perfil de
Antivirus aplicado y un perfil de IPS que tiene como objetivo bloquear las firmas categorizadas
como Criticas, Altas y Medias.
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Sin embargo, sobre el Datacenter CAN no se tiene logs de firmas bloqueadas por IPv6 durante los
ultimos 30 dias.
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Destination IP ="2801*" Add Filter

# ¥ Date/Time Device ID Severity Source Destination IP Action
No entry found.
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Proteccion en Publicaciones IPv6 — DC CAN

Cada publicacion por IPv6 ademas de la restriccidon de puerto correspondiente, tiene un perfil de
Antivirus aplicado y un perfil de IPS que tiene como objetivo bloquear las firmas categorizadas como
Criticas, Altas y Medias y relacionadas con la capa media con el cual se despliega la aplicacion.

From Y To Y | Source Destination Address Schedule Service Action NAT Security Profiles Log Bytes
O wan O pmz Ball D 2301:1e2:5:3104:143  [@ always @ HTTP v ACCEPT © Disabled [IEH AV_MEN2 Q Al 178TB
D 2301:1e2:5:3104:221 @ HTTPS 3 1P5-LINUX_APACHE_TOMCAT_JBOSS
IE certificate-inspection
O wan O poMz Bal B 2801:1e2:5:8103:82 [@ always @ HTTP + ACCEPT © Disabled AV_MEN2 @ Al 2496GB
@ HTTPS
O wan O oMz Bal D 2801:1e2:5:8103:161 [@ always @ ALL_ICMP6 + ACCEPT © Disabled [IEH AV_MEN2 @ All 11.01GB
@ TCP_8080 B3 1PS-LINUX_APACHE_TOMCAT_JBOSS
@ Tcp_s380 IEEN certificate-inspection
O WAN O pmMz Ball B 2801:1e2:5:8106:85  [@ always @ ALL_ICMP6 + ACCEPT @ Enabled [IE AV_MEN2 @ Al 12436MB
@ HTTP 0 SERVER_WINDOWS_APACHE
@ HTTPS IEN certificate-inspection
O wan O omz Ball D 2801:1e2:5:8103:188 [® always @ ALL_ICMP6 + ACCEPT © Disabled [IEH AV_MEN2 © Al 4144GB
B 2801:1e2:5:4200::188 @ HTTP =3 SERVER_ WINDOWS IS
B 2801:1e2:5:8106::188 @ HTTPS IEY certificate-inspection
O wan O oMz Ball P 2801:1€2:5:8104:133 [0 always @ ALLICMPé + ACCEPT © Disabled [IEH AV_MEN2 @ Al 58655MB
@ HTTP IEH 1Ps-LINUX_APACHE_TOMCAT_JBOSS
@ HTTPS IE certificate-inspection
O wan O oMz Ball D 2801:1e2:5:8281:19  [@ always @ ALL_ICMP6 + ACCEPT © Disabled [ AV_MEN2 @Al 99.60MB
@ HTTP I3 1PS-LINUX_APACHE_TOMCAT_JBOSS
Q@ HTTPS IEEN certificate-inspection
O wan O pmz Ball D 2801:1e2:5:8103:71  [@ always @ ALLICMP6 + ACCEPT © Disabled [IEH AV_MEN2 Q Al 9.92GB
@ HTTP I3 SERVER_WINDOWS IS
@ HTTPS IEEN certificate-inspection
O WAN O pMz Ball B 2801:1e2:5:8106:230 [@ always [ ALL_ICMP6 + ACCEPT @ Disabled [JEl Av_MEN2 @ Al 16325MB
@ HTTR A SERVER_WINDOWS IS
@ HTTPS IEEN certificate-inspection
O wan O omz Ball D 2801:1e2:5:8103:81  [@ always @ ALL ICMP6 + ACCEPT © Disabled [IEH AV_MEN2 @ Al 44.66GB
@ HTTP I3 1P5-LINUX_APACHE_TOMCAT_JBOSS
@ HTTPS IEEN certificate-inspection
O wan O omz Ball P 2801:12:5:8103:93 [ always @ ALLICMP6 + ACCEPT © Disabled [IEH AV_MEN2 @ Al 323MB
@ HTTP I3 SERVER_WINDOWS_APACHE
@ HTTPS IEN certificate-inspection
O wan O omz Ball 1 2801:1€25:4116:93  [Salways WALLICMPS v ACCEPT © Disabled [l AV.MEN2 © Al 0B
Q@ HTTP | ws E INDOWS_APACHE
SRUILILIES P certificate-inspection
O wan O pmz Ball B 2301:1e2:5:8104:111  [@ always @ HTTP « ACCEPT @ Enabled [IEH AV_MEN2 Q Al 6487MB
@ HTTPS IEH 1PS-LINUX_APACHE_TOMCAT_JBOSS
@ AL icMPs IEEN certificate-inspection
O WAN O pMz Ball B 2301:1e2:5:8101:126  [§ always @ HTTP v ACCEPT © Disabled [l AV_MEN2 © Al 88548MB
@ HTTPS 0 1PS-LINUX_APACHE_TOMCAT_JBOSS
@ ALL ICMP6 IE certificate-inspection
O wan O oMz Bal B 2301:1e2:5:8101:127 [ always @ HTTP « ACCEPT © Disabled I AV_MEN2 @ All o8
@ HTTPS =3 1P5-LINUX_APACHE_TOMCAT_JBOSS
Ex certificate-inspection

A nivel de logs sobre las publicaciones en el datacenter externo si ha habido eventos en los ultimos
30 dias.
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2 Traffic Destination IP = "2801*" Add Filter
© Security v|#  vDate/Time DevicelD Severity Source Destination IP Action Service
Antivirus 1 15:15:09 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1e2:5:8101:7292:7800:20a... dropped HTTP
2 15:15.08 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1€2:5:8101:7292:7800:20a... ~dropped HTTP
Application Control 3 12:43:28 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1e2:5:8101:€910:e8a1:f031... dropped HTTP
4 12:43:28 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8101:e910:8a1:f031... dropped HTTP
Web Filter 5 10:52:49 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8101:a54€:92b:6694... dropped HTTP
DNS 6 10:52:49 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8101:a54e:92fb:6694... dropped HTTP
SSL 7 03-02 17:17 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1e2:5:8101::127 dropped HTTP
Event o8  03-0217:17  FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8101::127 dropped HTTP
9 03-02 17:17 FG36E1TB19900... critical 2001:4ca0:108:42:0:443:6:9 2801:1e2:5:8101::127 dropped HTTPS
© FortiWeb 7110 03-0217:17  FG36E1TB19900... critical 2001:4ca0:108:42:0:443:6:9  2801:1e2:5:8101::127 dropped HTTPS
4~ FortiDDoS >111 03-02 17:08 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1e2:5:8281::19 dropped HTTP
B Syslog >|12  03-0217:08 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8281::19 dropped HTTP
2, Custom View > 13 03-02 17:08 FG36E1TB19900... critical 2001:4ca0:108:42:0:443:6:9 2801:1e2:5:8281::19 dropped HTTPS
14  03-0217:08 FG36E1TB19900... critical 2001:4ca0:108:42:0:443:6:9  2801:1e2:5:8281::19 dropped HTTPS
& Log Browse 15 03-0217:00 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9 2801:1€2:5:8104:133 dropped HTTP
Log Group 16 03-0217:00 FG36E1TB19900... critical 2001:4ca0:108:42:0:80:6:9  2801:1e2:5:8104::133 dropped HTTP
17 03-0217:00 FG36E1TB19900... critical 2001:4ca0:108:42:0:443:6:9 2801:1e2:5:8104::133 dropped HTTPS




